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Cloud Computing A Case Study

Mrs K,S.anr ‘
Am.hnf:nept.ofsm _ '

" Callege of Cor ‘_,:,'Likvplmﬁonfqr%mm,m
-Dr.RJ) Kum!:har

Head, Dept. of B c.a. mmsrt, Satara,
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Clmui con:pnﬁng is the dehvery of yrap i

g a8 a mgg rather than a product,
Mwm software, and mfommi:en arepmwdadm cempum and other
devices as a ytility (hke the glgc_@mx_mg) over & pefwork (typxmﬂy the Inteine Cioud
compiting provides compumt:on software, data access, and storage services that do notreqmm
end-user knowledge of the physical location and configuration of the system that delivers the
services. Pamlleistoth:sconceptcanbedmwnmththe"f ."_'wheremcnd-u,sm_ _
consume power without needing to understand the componentdmccsmmﬁasmwmereqmred
to provide the service, 'I'het:onceptofcioudcomputmgﬁlls apm‘petualneedaf{{ awaytn
increase capacity or add capabilities on the fly without i mvestmg innew mﬁ‘astrucmre trammg
new personnel, or licensing new sofiware. Cloud computing encompasses any- subscription-
based or pay-per-use service that, in real time over the Internet, extends IT's exxstmg capabilities,
The National Institute of Standards (NIST) definition of Cloud Compuﬁng is the most usefui,

. comprehensive, and popular definition - Cloud compunng isa model for enabling convenient,

on-demand network access to a shared pool of configurable computing resources (e.g.,
networks, servers, storage, applications, and services) that can be rapidly provisioned and
released with minimal management effort or service provider interaction, This cloud model

promotes availability and is composed of five essential characteristics, three service models, and
four deployment models.

1L ARCHITECTURE OF CLOUD:
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Cloud architecture, the systems architectyre of the software systems involved in the
delivery of cloud computing, typically involves multiple clowud components communicating
with each other over a loase coupling mechanism such as a messaging queue. As of now, the
ajority of cloud computing infrastructure corisists of refiable services delivered through data
centers and built on servers with different levels of virtualization technologies, The services are
accessible anywhere that hag access to networking mﬁastfucmxe The cloud appears as single

pointofaccess for all the computing needs of corsumers.
Fig, 1:Clond Architecture : . N
- HL DEPLOYMENT MODELS OF CLOUD COMPUTING

Public cloud The cioudmﬁ'asmmrexs made available to the general public ora large
 industry group and is owned by an organization selling cloud services, Public cloud or external

cloud describes cloud computing in the traditional mainstream sense, whereby resources are
dynamically provisioned on a fine-grained, self-scrvice basis over the Intermet, via web
applications/web services, from an off-site third-party provider who bills on a fine-grained
utility computing basis. In simple, for use by multiple organizations on a shared basis and hosted
‘and managed by a third party service providet. Itis very useful. Its free of cost.

* Private cloud Private cloud i infrastructure operated solely for a single organization, It
may be managed by the organization or a third party and may exist on premmes or off premises.
They have attracted criticism because users "still have tobuy, build, and manage thiem" and thus
hands-on management, essentially
"{lacking] the economic mode} that makes cloud computing such an intriguing concept”.

Community cloud Cohixﬁuhity cloud shares infrastructure between several

_ organizations from a specific community with common concerns (e.g. mission, security

Tequirements, compliance, jurisdiction, etc.). A community cloud may be established where
s.évc_ral.‘organizaﬁ_‘o‘ns have similar requirements and seck to share infrastructure 50 as to realize
same of the benefits of cloud computing. Community clouds are whether managed internally or

by a third-party and hosted internally or externally, The costs are spread over fewer users than a

public cloud (but more than a private cloud), so only some of the benefits of cloud computing :m '
realized. Community cloud offers a higher level of privacy, security, and/or policy compliance,
In addition, it can be economically attractive as the resources (storage, workstations) utilized and

shared in the community are already exploited and have reac'hcd_utheir mtumof invégunent. ' | |

Fxamples of community clouds include Google's Web Apphosting service, __
Hybrid cloud Hybrid cloud infrastructure is a composition of two. o mmdms
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(private, community, or pubhac) that remain unique entities but are bound iogether offering the
benefits of mui’lfxple deployment models, :

Fig. 2: -Depiaytnent Models of Cloud Computing

IV. CHARACTERISTICS OF cm{m COMPUTING Cloud com;suung exhibits me
following key characteristics:

1. On-demand self-service: A consumer can mdepemienﬂy provision computing
capabilities, such as server time and network storage, as needed automancallywnhnut reqmnng
human interaction wnh gach service's provider.

2. Broad network sceess: Capabilities are available over the network and acoessed
through standard mechanisms that promote use by heterogeneous thin or thick client platforms
(e.g., mobile phones, laptaps, and PDAs).

3. Resource pooling: The provider's computing resources are pooled to serve multiple
consumers using a multitenant model, with different physical and virtual resources dynamically
assigned and reassigned according to consumer demand, There is a sénse of location
independence in that the customer generally has no control or knowledge overthe exact Iocation
of the provided resources but may be able to specify location ata higher level of abstraction (e.g;
country, state, or data center). Examples of resources include Storage processing, memmy
network bandwidth, and virtual machines.

4. Rapid elasticity: Capabxhttes can be rapidly and slastscally prowsmned, in some
cases automatically, to quickly scale out and rapidly released to quickly scale i in. To the
consumer, the capabilities available for provisioning often appear to be unlimited and can be

‘purchased inany quantity at any time.

SR TR o R

o




-
. . . . . . . A o '

5.Measured service: Cloud systcmsamonlaﬁs:allycdmmlaud uphmxzammumuseby
leveraging a metering capability at some level of abstraction appropriate to the type of service

© (&g, storage, processing, bandwidth, and active user accounts). Resource usage can be
.- monitored, controlled, and reported, providing transparency for both the provider and consumer

-oftheutilized service.

6. API accessibility: Application pro gramming j

o] ferface accessibility to software that
* enables machines to interact with cloud software in the same. way the user interface facilitates

“ interaction between humans and compiters.

V.BENEFITS OF CLOUD SERVICES
L Agility

From a business perspective, there is much more to consider today beyond your ability to
manage your core business and deliver great and timely products and services, Today,
competitive pressures, marketing challenges, budget issues, and more are considerable
requitements. Your abi lity to manage situations quickly and efficiently is the key. The biggest
beaefit of cloud computing to business today can be framed in terms of agility, Cloud services
can offer huge savings in terms of time (for example, when IT capabilitics must be delivered
quickly). Scaling up or down '&fth_!;_ﬁlb‘;id services does not usually require additional hardware or
software. Cloud services offer minimal setup time, minimal time to scale, and less cash outlay.
This is because as a business model, cloud service providers generally host massively scaled
systems' capacity that can be switched On upon request. Suppbse, for instance, that you need to

scale rapidly for a new project or a seasonal rush, Companies can model these situations using
internal resources, but likely at sore point they will need to expand beyond that capacity. A

o

decision is made whether to use an external providerto fill the gap; in the world of cloud services,
thisis called 'cloud bursting’. ' '

* 2. Business Focus

'Bir using the best service from a cloud service provider, a business can potentially focus
more eriergy and talent on optimizing existing revenue streams and aggressively pursuing the
development of new ones. For example, cloud services can enable businesses o gather
information, ideas, feedback and so forth from a much wider set of sources (such as customers,
partuers) than was ever possible by traditional means, This approach is known as 'crowd
sourcing" o o h . o

3. Costand Budget Contiol
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Although the initial costs of using cloud services may appear less, a better expectation
should be that cloud services offer more control over costs or better budget management
capabilities. Most cloud services enable you to pay on & monthly, weekly, or per-use basis.
Choosing a cost-effective cloud service provider can result in significant savings, but more

" jmportant is finding a cloud service prowdexﬂmn can. accwately report usage patierns o you so

that you can confirm the accuracy of your billing based on use. One noted advantage of using
public cloud services is the use of operational expenditure (OpEx) over capital expenditure
{CapEx). Having ﬂexibﬂ.tty of where to spend OpEx versus CapEx enables an organization to

‘bettef manage expenditure mchthatthccostsoccmoverumemtherthmmanebxglumpm

which enables for better cash-flow management.
4.Security :

- Security could improve due to centralization of data, increased security-focused
resources, etc., but concerns can persist about loss of cbn&_pl over certain sensitive data, and the
lack of security for stored kernels, Security is often as good as or better than under traditional
systems, in part because providers are able to devote resources to solving security issues that-
many customers cannot afford, However, the complexity of security is greatly increased when
data is distributed over a widet area or greater number of devices and in rmulti-tenant systems that
are being shared by unrelated users. In addition, user access to security agdit logs may be difficult
or impossible. Private cloud installations are m part motivated bjy users' deaire to retain control

overthe infrastructire and avoid losing control of information security. '

5. Opﬂxﬁal Infi'ast;npture

The ability to host multiple capabilities in the same hardware, software, or service allows
for the follow-on beniefit of optimized use of the infrastructure. Multi-tenancy enables sharing of
resources and costs across a large pool of users and thus allowing for centralization of
infrastructure in locations with lower costs (such as real estate, electricity, efc.); peak-load
capacity increases (users need not engineer for highest possible load-levels), utilization and
efficiency improvements for systems that are often only 1020% utilized. Mulnmncycanoccm
atany or all levels of thearchitecture, as follows:

- Virtual layer: Virtualization provides the ability to create specific environments for
each process, application, or operating system. Thig model isolates everything above the virtual
layeritselfbutallows for the use of pooled resources below that layer, most commonly h.ardware

such as networking, processor, memory, input/ output, and storage resources.

- Application layer: The user interfaces of most web applications allow for specific
fixed graphical and behavioral elements alongside customized elements associated with a
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specific organization, _individﬁal, or function. If. one component or fynctional ¢lement fails in the
delivery of the interface, it is éa‘sier to replace because those elements derived from other parts of
the application and can be easily reconstructed. o - Coe

-Database layer: ﬁag'_formuiﬁple appﬁcaﬁo;ié,'throngh to multiple custmneré, canbe

stored in the same database, and thus allow for the focus on optimal data stryctures rather than

entirenftastructuresto support cach individualrequirement,
6. Scalsbility and Capacity Management |

quickly iftheneed i no onger thers. Thess beaefis suppor cost management gosls and enable
youto grow in line with your requirements in a linear rather than a reactive mode, '

7. Gévémancéjhnd-Co_mpIi_ange .

immediate basis, The conversé s also important, whers the

Governance is the process used to ensure that regulations, rules, and mandates are
followed within an organization. Compliance refers to the facility fo monitor and validate that
the organization is. meeting the governance requirements. Although cloud
* potential challenges in matching these requirements,

organiz;aﬁon"s_govemanceaudcnmpliame_stance canbe

setvices introduce
the opportunities to improve an
greatly improved.

. 8. Device and location independence

Device and location independence enable users to access systems using a web browser
regardless of their location or what device they are using (e.g.,
infrastructure is off-site (typically provided by a third-party) and acces
- canconnect from anywhere.

PC, mobile phone). As
sed via the Internet, users

VL SERVICE MODELS OF CLOUD COMPUTING
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Each service modcl of cloud computmg offers dxﬂ'erf:nt Icvels of capabﬂmes and '
responsibilities to the provider and the consumer of the service. In addmw these service mﬁdels "
may utilize a custom architecture, orthe physical infrastructure, to exist. These services  migy rely
ona service offering froma iower service model. In this way, cloud services in the hxgher levels,
those being platform and software, may be entirely built atop other cloud services: The most
compelling way to think about these models is that if everythinghas a set of APIs from thelowest _
to the highest levels, the service-orientated nature of cloud services becomes \rary clealz, as
fonaws : «

1. Software as a service (SaaS):

- The Software as a Service Cloud service providers offer specific applicatnon services
delivered over the Internet on'some form of on-demand payment systcm Examples include

 Salesforce.com and WebEx. The capability provided to the consumer is to: use the pmvxderfs

applications running on a cloud infrastructure. The applications are accessible from various.
client devices through a thin client interface such as a web browser (e.g., web-based email). The
consumer does not manage or control the underlying cloud infrastructure, inciuding network,
servers, operating systems, starage, or even individual apphcatmn napahxlzties, with the possﬂale
exception of lnmted user-Specxﬁc application configuration settings. A Saa$ application runs
entirely in the cloud, .. on servers at an Internét-accessible service provider, The on-premises
client is typically abrowser or some other simple client, The most we’ll-knpivn example ofa SaaS
application today is probably Salesforce.com, but many, many others are also'gvailable.

2. Platform as a service (PaaS)

The- capablhty provided to the consumer is to deploy onfo the cIQud mﬁash‘ucnlte
consumer-created or acquired applications created using programming languages and tools
supported by the provider. The consumer does not manage or control the underlying cloud
infrastructure, including network, servers, operating systems, or storage, but has control aver the
deployed applications and possibly application hosting environment configurations, The Cloud
service providers export application development platforms. that broadly fall into two
categories:~ Those that exportﬁappﬁéation deveiépment platfdrms for certain domains or class of
applications (for example, the Google AppEngine and Force.com) - Those that export general
purpose application development platform (for example Microsoft's Azure). In either case,
applications developed using these platforms benefit from elasticity offered by infrastructure-
as-a service Cloud providers. For i instance, the Google AppEngine is directed at traditional Web
applications; applications deyeloped using the AppEngine API can scale automatically with
increase in the number of resources, as well as achieve high availability through replication.
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3. Infrastructure as a service (Iaa$) :

These cloud service providers offer computational services to consumer such as

* provision processing, storage, networks, and other ﬁmdmenta]computmg resources where the
consurtier is able to deploy and run arbitrary s_oﬁ&ére,"wl_ﬁch can include operating systems and
applications. These éompu:ationhl resources aremanagsd By the prowder to Cloud users on an

on-demand basis. Examples of Taa$ providers include Amazon Web Services and Flexi scale.

1aa8 providers allow users to dynamically grow and shrink their resource allocations to match
their demands. However, the responsibility of utilizing this elasticity effectively rests with the
' Clouduser. The consumer does not manage or contro] the underlying cloud infrastructure but has
‘contro] over operating systems, storage, deployed 5pplicaﬁons, and possibly limited control of
select networking components (e.g.. host ﬁmWaHs).

VII. SECURITY ISSUES ASSOCIATED WITH THE CLOUD

~ Cloud computing security is also referred to as "cloud security". Itis an evolving sub-
domain of computer security, network security, and, more broadly, information security, It refers
to a broad set of policies, techno]ogiﬂs, and cont:ois deployed to protect dafa, applications, and
the associated infrastructure of cloud computing. Cloud security is not to be confused with
security software offerings that are "cloud-based” (ak.a. security-as-a-service). Many

- commercial software vendors have offerings such as cloud-based anti-virus or vulnerability

- management, Security issues have been categorized into sensitive data access, data segregation,

privacy, bug exploitation; recovery, accountability, ma.licigps insiders, management console
secutity, account control, and multi-tenancy issues. .

. 1,Data and information security

In the area of multi-tenant data, youneed to trust the cloud provider that yourinformation
willnot be exposed. For their part, écmpaniesnced to be alertabout how passwords are assigned,
protected and changed as examples. Cloud service providers typically work with numbers of
third paxhes and customers are advised to gain information about those companies which could
potentially access their data. However, realistically, this could be easier said than done. An

important measure of security often-overlooked by companies is how much downtime a cloud:

service. provider experiences. Ask to see service providers' reliability reports to determine

- Whether these meet the requirements of the business. Exception monitoring systems is anothicr

‘important area which companies should ask their service provider about. An important
consideration for cloud service customers, especially those responsible forhig_hlysensiﬁvem
is to find outabout the hosting company used by the provider and ifpossible seek an independent

- 8udit of their security status. Customers typically do not seem to be as stringeat about dataand

information security as one might think they should in many cases.
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2. Physical and personnel security Cloud computing

providers ensure that physical machines are adequately secure and that access fo these
machines as well as all relevant customer data is not only- msn‘wted ‘but that ‘access is
documented.
3. Application s_écuiity _

- Cloud providers ensure that applications availableasa service via the cloudare secure by
implementing testing and acceptance procedures for outsourced or packaged application code. It

also requires application security measures (application-level firewalls) are in place in the

production environment.
4. Privacy

Prcmdcrs ensure that all important data (e £ credit card numbcxs) are masked and that
only authonwj users have access to data in its entirefy. Morcover,. d;gnal identities and
testimonials must be pwtected as should any data that the prowder collects or produces about

-customer activity inthe clomi

5. Distributed cloud computing issues

Different customer's checkout and credit card transaction capabilities may be carried.out
using different servers in different data centers or even by different cloud providers. This may be
happening with or without the customer's knowledge. This type of computing distribution is a
very common cloud provider model. Cloud providers msy have dozens of servers in dozens of
data centers in dozens of Countries. If communications between the various cloud provider
services is not strongly encrypted and extremely secure, ymn' data and information could be at
risk. ' : '

6. Security standards

~ In Saa$, the applications are constantly being twisted and revised, a fact which raises.
more security issues for customers. Companies need to know, for instance, whether a software
change might actually alter its security settings. The cloud is still very much a new frontier with
very little in the way of specific standards for security or data privacy. IBM, Cisco, SAF, EMC
and several other leading technology companies created an ‘Open Cloud Manifesto' calling for

- more consistent security and monitoring of cloud setvices. There are various web standards
exists. Companies in the cloud computing should know about that standards, Chief among these

is ISO27001, which is designed toprovide the foundations for third party audit, and implements
OECD principles governing security of information and network systems. The SAS70 auditing
standard isalso used by cloud service providers. :
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U Everybreached security system was once thought sécure bre#ch _

' Séas.(soﬂware_,as aservice) and Paa$ (platform asa service) providers all announce the
strength of their systems, often claiming that security in-the cloud is tighter than in most
enterpriscs. But the simple fact is that every security system that has ever boen breached was
once thought infallible. Google's Gmail service was collapsed in Europe,whﬂe Salesforce.com
is still suffering from a attack in 2007 which trapped a staff member into exposing passwords,

" While cloud service providers face similar security issues as other sorts of organizations,
analysts wam that the cloud is becoming particularly attractive to cyber crooks. The richer the
potofdata, the more cloud service providers need to do toprotéqt it.

VIIL CONCLUSION

Ultimately, cloud services offer opportunities to source complete or partial services for

- all IT and business processes. Cloud services are chanﬁging'his‘inesé models and industries and

are creating new opportunities for all, Cloud computing provides a level-playing field for

' smaller organizations. It aliows smaller organization access to computing infrastracture without

making any significant initial investment. 7p succeed with cloud services; business and IT

leaders must recognize and deal with the fuct that the role of IT is changing ta include much

more comprehensive supply chain manogement and vendor minagement. If cloud services

are to be used, the traditional IT téam mtzkeap is incomplete and so must be enkarced with

more legal, contractual, and business expertise. Those familiar with outsoturcing are in
much bétt,erplace fo manage this new approach to delivering business value.
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